(Facility Name) Emergency Operations Plan

Annex C: Evacuation

Attachment 1: CODE BLACK

Bomb Threat


PURPOSE: Insert Facility has developed a bomb incident plan.  This plan provides staff with detailed procedures to be implemented when a bombing attack is threatened. The purpose of this Annex is to establish a method for coordinating an appropriate facility response to ensure immediate protection of life, property and the continuation of vital patient care services in the event of a bomb threat or discovery of a bomb or suspicious package. 
Always take a bomb threat seriously. Bomb threats do occur in health care facilities; however, it is unlikely that an actual bomb is placed.  Even though 98 percent of bomb threats are hoaxes per the FBI Bomb Data Center Report, there were still 10,000 bombs detonated in the U.S. in past 10 years. Of these, 80 percent detonate on the outer perimeter of building and 20 percent detonate inside the building. Of those detonated inside, 18 percent detonated in public areas such as restrooms, stairwells, etc.  More valid threats include a longer time before detonation, during business hours, and specific locations.  If a caller gives a reason for placing a bomb, the threat is more valid.  If a bomb threat is made during regular business hours, the threat is more valid.  If the location of bomb is given, threat is more valid. An evacuation should not be ordered as a matter of course.  If the caller tells you location and a suspicious item is found in that location, evacuation should be ordered immediately. Other scenarios must be evaluated on a case‑by‑case basis. The facility will usually make a thorough search when a bomb threat is received (people who normally work in an area are more likely to notice something is wrong or out of place).
PROCEDURE FOR PERSONS RECEIVING A WRITTEN THREAT

· Save all materials including any envelope or container. Once the message is recognized as a bomb threat, further unnecessary handling should be avoided. Every possible effort must be made to retain evidence such as fingerprints, handwriting or typewriting, paper, and postal marks, which are essential to tracing the threat and identifying the writer.
· While written messages are usually associated with generalized threats and extortion attempts, a written warning of a specific device may occasionally be received. It should never be ignored. Inform your supervisor immediately. The supervisor will notify the Hospital Administrator/CEO and the Director of Environmental Services.
PROCEDURE FOR PERSON RECEIVING A BOMB THREAT CALL

· Keep the caller on the line as long as possible. Ask caller to repeat the message. Attempt to record every word spoken by the person. 

· If the caller does not indicate the location of the bomb or the time of possible detonation, ask for this information.

· Inform the caller that the building is occupied and detonation of a bomb could result in death or serious injury to many innocent people.

· Pay particular attention to peculiar background noises, such as motors running, background music, and any other noise that may give a clue as to the location of the caller. Listen closely to the voice (male, female), voice quality (calm, excited), accents, and speech impediments.

· Immediately after the caller hangs up, notify Security of bomb threat. Go immediately to Security to call 911.

· Complete a Bomb Threat Checklist located in this Attachment.
PROCEDURE FOR SECURITY:
(DO NOT USE RADIOS. DO NOT USE CELL PHONES)
· Security should notify the following agencies using landline telephones or overhead page.
	Bomb Threat Call List 
	
	
	

	
	Work Phone
	Pager
	Home Phone

	Police
	911
	
	

	Staff Page
	
	
	

	Director of Environmental Services
	
	
	

	Hospital Administrator/CEO
	
	
	

	VP Patient Care Services
	
	
	

	VP and Chief Operating Officer
	
	
	

	VP and Chief Financial Officer
	
	
	


** Cell phones are just as capable as radios to detonate devices. 

It is recommended to use the Hospital PA or the hard line phones. Use hard line telephone communication for communication if any overhead page is not answered.

· Assist receiver of the call with completion of the Bomb Threat Report located on the back of any (Facility Name) phone extension list.

PROCEDURE FOR ADMINISTRATIVE PERSON IN CHARGE
· Verify Bomb Threat Call List has been initiated.                    

· Ensure person who received the bomb threat call has completed the Bomb Threat Checklist (located in this Attachment). Interview the person who received the call and review the Bomb Threat Checklist. The first arriving police officer should be given a copy of the completed Bomb Threat Report.

· Set up Command Post at the Communication Center.

· If location was given, have Security personnel search that location immediately. If a suspicious item is found at that location, evacuate the area near the bomb and the floor levels above and below the danger area first.

· If no location is given, go to SEARCH PLAN below. Upon receiving notification by Search Team (see Search Techniques below) of suspicious object, note the exact location and immediately notify police. Advise persons in that area not to touch, jar, or move the object. Then consider complete evacuation. Refer to Evacuation Policy and Procedure.

SEARCH PLAN:
1. Launch search promptly- SEE SEARCH TECHNIQUE

a. Initiate simultaneous assessment and search

· People who work in the area will conduct the initial search; they will know if anything is out of place.  To initiate the search, evaluate manpower available and assign search areas. Document name of search personnel. Remind them to review search procedures and to report back to Command Post immediately if suspicious item is found and/or at completion of search.
b. The depth and nature of the search can vary based upon the threat assessment and information updates as applicable, working with local law enforcement.

c. If something is found, do not touch it. Secure the area and notify a supervisor.

2. The question of evacuation is a challenge that is best resolved by consultation between the police department and the health care facility administration.
EVACUATION DECISION PROCEDURE

· The most serious decision in the event of a bomb threat is evacuation or non‑evacuation of the building. Usually during any bomb threat situation, unless a suspicious object or bomb has been located, the decision to evacuate is based on the circumstance of the bomb threat.

· The facility may choose not to evacuate unless a suspicious device has been identified, and then proceed under the direction of the local authority.  Safety procedures take precedence over all other activities by health care facility employees, except for the provision of immediate medical assistance to patients in life-threatening circumstances.

· There is no magic formula that may be used to perceive the credibility of a threat. If a time frame has been indicated for detonation of a bomb, consider how much time it would take to evacuate each area as compared to the amount of time left before detonation.

· If evacuation becomes necessary, it should be a joint decision made by the following persons who are available.

1. Hospital President

2. Hospital Vice President(s)

3. Administrative person in charge (PCC in absence of administrative staff)

4. Director of Environmental Services

· If the decision to evacuate has been made, refer to Evacuation Policy and Procedures.

· Do not re‑enter the building until law enforcement has removed the device and declared it safe to re‑enter, or until 30 minutes have elapsed from the time the bomb was reported to detonate.
Bomb Threat Search Techniques
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SEARCH TECHNIQUE: An initial search by supervisory personnel can be made to avoid employee suspicion. This search is made to deter the interruption of business operations. Select search teams: use people who are knowledgeable of certain areas of the building. Use two person search teams if possible and follow these steps.

· Search logical bomb areas first: restrooms, stairwells, office areas, boiler room, etc.

· Enter the room, close your eyes, and listen for any ticking sounds or clockwork mechanisms.

· Divide the area and select a search height (see picture above). Start from the bottom and work up.

· Start back-to-back with another search team member and work around the room toward each other.

· Go around the walls and proceed toward the center of the room.

· Place a piece of tape across the outside doorjamb or mark with chalk in a conspicuous manner when search is complete.

· Relay search information by phone to Command Post.

· It is important to remember that a bomb can be placed anywhere; therefore, a complete search should be made.  Depending on available time, make as complete a search as possible.

· Report back to the Command Post when entire search is complete or suspicious item is found.
· IF A BOMB OR SUSPICIOUS DEVICE IS FOUND, IT SHOULD NOT BE TOUCHED.  Report the device to your supervisor or building manager.  The handling of bombs and bombing investigation is solely an official police function.  At no time should the health care facility security staff try to touch or move a bomb, suspected device or package.  The role of the facility security staff is to help the police find the bomb and to evacuate patients, visitors and facility personnel.  

· When the police enter the health care facility, they will need trained personnel who are familiar with the facility to direct them quickly to a potentially suspicious device or package, or to assist them in searching for a possible bomb.  Security personnel should be completely familiar with all areas of the building, including closets, restrooms, storage areas, trash bins, etc.  All security officers should have keys to these areas so a complete search can be made.
SEARCH PLAN
· Complete checklist to assure all areas and departments have been searched.

	Department
	Assigned Search Area
	Cleared: Yes/No

	Plant/Security
	External Perimeter
	

	
	Plant Facility
	

	
	External Facility Signage
	

	Administrators/Supervisors
	Public Areas of the Unit
	

	
	Halls
	

	
	Restrooms
	

	
	Stairwells
	

	
	Lobbies
	

	
	Patient Rooms
	

	Supervisors/Employees
	Non-Public Areas of the Unit
	

	(Others)
	
	

	
	
	


· All search personnel should report to Command Post: 

1. Immediately if suspicious item found.

2. At completion of search.
   

SUPPLIES (if applicable)

Hospital has the following available:  Bomb Threat Kit (updated blueprints, floor plans, light sticks, pads, pencils, phone list, etc.).
COMMUNICATION (if applicable)
Hospital will (insert here) non-electronic communication method during a bomb threat because case electronic signals could detonate the bomb(s).
SECURITY

Hospital (insert party) will coordinate with local law enforcement to secure facility areas.
PERSONNEL TRAINING

Hospital shall provide training to security and hospital personnel on how to recognize and respond to suspicious activity, including unidentified packages and persons exhibiting suspicious behavior.
PLAN MAINTENANCE

Hospital Bomb Threat Procedures shall be reviewed annually and revised as needed. 

REFERENCES

“Bomb Threat Procedure.” Kansas Department of Health and Environment

BOMB THREAT CHECKLIST

Use this checklist to help determine the seriousness of any bomb threat.

Report any threatening phone calls, crimes, and suspicious activity to (insert) at Phone Number.
Immediate Action:

· Notify your supervisor, and call the (insert) immediately.

· Bomb threat calls- Write down the caller’s message in its entirety, and note your perceptions of the call.

Phone Number the threat was received on:   __________ Time: _____Date:      /     /

Remarks:_______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________








Threatening Phone Calls:  





LISTEN – Do no interrupt except to obtain the following information.





QUESTIONS TO ASK





Bomb Threats


1.  When is the bomb going to explode?


2.  Where is it located?


3.  What does it look like?


4.  What is your name?


5.  Where do you live?


Bodily Threats


1.  Name of the person being threatened?


2.  When will this happen?


3.  Why are they being threatened?


Try to obtain the following?


CALLER’S VOICE:


___ Calm	___ Female  	___ Male


___ Angry	___ Excited	___ Raspy


___ Soft	___ Loud


BACKGROUND SOUNDS:


___ Street Noises 	___ Traffic Noises


___ Office Noises 	___ Local or Long Distance


___ Plane, Train 	___ TV or Radio











Suspicious Packages:  





DO NOT TOUCH





LISTEN CAREFULLY FOR TICKING SOUNDS OR CLOCKWORK MECHANISMS�


Mail Bomb Recognition


Restricted markings such as confidential, personal, etc.


Excessive postage


No return address


Foreign mail


Handwritten or poorly typed addresses


Excessive securing material such as masking tape or string


Excessive weight, or lopsided packages


Pictures, drawings, or visual distractions








NOTE:  On October 2009, the following information, outlined in BLACK bold font for CODE BLACK, was added directly from the Kansas Hospital Association Standardized Emergency Codes- Tools and Resources to the 1) Purpose section, 2) Search Plan section, 3) Evacuation section, and 4) Search Technique section of this Annex.











