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CONTINUITY OF OPERATIONS PLAN

(COOP)
Public Health COOP Template

GUIDANCE DOCUMENT
	To schedule a COOP seminar and workshop for your region or individual health department, contact:

Cait Purinton-Day

Contingency Planner

Bureau for Public Health Preparedness

Kansas Department of Health and Environment

1000 SW Jackson, Ste. 330 Topeka, KS 66612-1365

Phone: 785-296-5529

Fax: 785-296-2625

E-mail: cpurinton-day@kdheks.gov


INTRODUCTION

In 1999, the Federal Emergency Management Agency (FEMA) issued Federal Preparedness Circular 65 (FPC-65), which provided guidance to Federal executive branch departments and agencies for use in developing viable and executable contingency plans for Continuity of Operations (COOP). In 2004, FPC-65 was updated and expanded to reflect new COOP procedures since 9/11. While these documents are design tools to be used by Federal government’s departments and agencies, it became clear that COOP planning should not be limited to the Federal government. Disasters such as 9/11 and Hurricane Katrina demonstrated that State, local, and tribal agencies also must be able to continue their essential services after an emergency.
Furthermore, the U.S. Department of Homeland Security (DHS) has developed the Target Capabilities List (TCL). COOP planning fits within the Planning capability, as it is listed as one of the Preparedness Measures a State, locality, or tribal nation should use to develop/revise its operational plans. COOP also addresses additional target capabilities, including interoperable communications, and tests, training, and exercises.

COOP planning is different from other emergency operating procedures. While most other emergency operating procedures deal only with the immediate aftermath of a disaster (e.g., shelter-in-place, evacuation procedures), COOP plans address immediate response, short-term planning, and long-term planning. Furthermore, COOP planning focuses on the continuation of essential functions following an emergency – specifically an emergency that makes the agency’s normal place of business unusable.

The eight main elements of a COOP plan are (1) essential functions; (2) key personnel; (3) delegations of authority and orders of succession (4) vital records, databases, systems, and equipment; (5) alternate facilities; (6) communications; (7) reconstitution and devolution; and (8) Test, Training, and Exercises (TT&E). These elements are intertwined and dependent upon one another and enable a plan to be implemented smoothly and effectively during an emergency. Additionally, identification of the COOP elements will provide an easy transition back to normal operations when the time is appropriate.

GENERAL GUIDANCE ON USING THE TEMPLATE
1. It is important to read the template in its entirety and edit it as necessary to fit the needs of your health department and county government. 

2. COOP planning is a cumbersome process. It may be helpful to work on the plan in segments or divide sections among staff to work on. Set goals with target completion dates and toward those goals.

3. Comments Boxes are inserted throughout this guidance document to provide guidance and direction on how to utilize the COOP plan template provided by the Kansas Department of Health & Environment, Bureau of Public Health Preparedness. The comments boxes also include references and guidance for viable COOP plans, as directed by the Federal Emergency Management Agency (FEMA).
4. Throughout the template, there are references in red, italic font. These references provide direction on how to complete that portion of the plan or to insert specific information in that space. For example, there are references to “add to this list as applicable.” References in red, italic font may be deleted once you have completed the information in that sentence or paragraph. The text you enter in its place may be formatted to regular, black font. Your county’s name should be inserted where there are references to X County.
5. There are references in the template to Med/Lg Depts and Small Depts. You may choose which paragraph best meets the needs of your department and modify the language accordingly. You should delete the paragraph that is non-applicable to your health department. Therefore, medium and large departments should delete paragraphs titled with Small Depts., and small department should delete paragraphs titled Med/Lg Depts. The table below may assist health departments in determining which option to use (whether “small” or “medium/large.”) You must decide which designation in the template best meet your needs and adapt your plan accordingly.
	Categories
	Definition of Designations
	COOP template Designation

	Frontier
	Less than 6 persons per square mile
	Small

	Rural
	6 to less than 20 persons per square mile
	Small

	Densely-settled rural
	20 to less than 40 persons per square mile
	Small

	Semi-urban
	40 to less than 150 persons per square mile
	Med/Large

	Urban
	150+ persons per square mile
	Med/Large


6. References to the “Administrator,” “COOP Team Leader,” and other job titles may be changed as needed for your department. For example, some references to the Administrator may describe functions that are applicable to your Preparedness Coordinator. You should read the template thoroughly and makes those changes as necessary to best fit the needs of your department and staff.

7. The template refers to two teams: the COOP Team and the Support Team. These team names may be changed to meet your needs. It is recommended to avoid creating new acronyms or complicated, lengthy team names. Additionally, you should choose names that are simple, easy to remember, and briefly describe the overall function of the team.

ANNEXES
1. The annexes are numbered to follow the format as designed under the Mass Dispensing SOG revision that was released in 2008-09. Under that format, COOP is Annex Q. Some of the information collected and utilized for the COOP is applicable in other areas of the SOG annex format – for example, annexes B, C, D, E, G, and T. References to those annexes are numbered appropriately to follow the overall format.

2. Each annex includes instructions on how to utilize the annex and complete the information. Complete the annexes as applicable to your health department, and complete the information to the best of your ability. If needed, you may reformat or amend the annexes at your discretion.
The mission statement of the X County Health Department is as follows:

· Insert here

SECTION 1: INTRODUCTION

1.1 Purpose

The purpose of the COOP plan is to establish policy and guidance to ensure that essential functions for X County Health Department are continued in the event that manmade, natural, or technological emergencies disrupt or threaten to disrupt normal operations.  The COOP plan enables the health department to operate with a significantly reduced workforce and diminished availability of resources, and to operate from an alternate work site should the primary facility become uninhabitable.  The COOP plan will ensure the X County Health Department is prepared to do the following: 

· Respond to emergencies, recover from them, and mitigate their impacts.

· Provide critical services in an environment that is threatened, diminished, or incapacitated.

· Provide timely direction, control, and coordination to staff and other critical partners before, during, and after an event or upon notification of a credible threat.

· Establish and enact time-phased implementation procedures to activate various components of the COOP plan.

· Facilitate the return to normal operating conditions as soon as practical, based upon the circumstances and the threat.

The health department will ensure its COOP plan is (1) viable and operational; (2) compliant with all guidance documents; (3) fully capable of addressing all types of emergencies; and (4) mission-essential functions are able to continue with minimal or no disruption during all types of emergencies.
1.2 Applicability & Scope

The provisions of this document apply to the X County Health Department and its offices. Support from other organizations as described in this plan will be coordinated through the health department Administrator as applicable.

This document is for use by X County Health Department during situations that diminish the availability of health department staff and resources and situations that may require the relocation or re-establishment of essential functions.  The scope of the COOP plan does not apply to temporary disruptions of service during short-term building evacuations or other situations where services are anticipated to be restored within a short period of time.  The health department Administrator will determine situations that require implementation of the COOP plan and will oversee responsibilities related to COOP activation (Activation Scenarios & Decision-Making Matrix located in Annex Q-1).

The X County Health Department will maintain and update this guide and may provide community partners with a copy or executive summary of the plan
. A copy of this guide shall be maintained at the health department and backed up electronically on the X computer server and/or CD or removable data storage device. 
This plan and all supporting annexes will be uploaded in the Bold Planning Solutions 
internet-based computer program used by the County Emergency Manager to manage the county’s COOP or Continuity of Government (COG) plan.
1.3 Supersession

The X County Health Department created its first COOP standard operating guide in 2006-07 and has continued annual maintenance of the plan and its supporting annexes. The health department’s COOP plan will be incorporated into the X County Continuity of Government (COG) plan, as developed and maintained by the County Emergency Manager.

1.4 Authorities

The following authorities were consulted in development of this COOP plan:

· Federal Preparedness Circulars 65, 66, and 67

· Federal Continuity Directives 1 and 2

· State of Kansas Governor’s Executive Order 05-03

· List any others as applicable
1.5 References

· National Response Framework (NRF)

· National Incident Management System (NIMS)

· Kansas Response Plan

· List any others as applicable (such as County EOP or other SOGs)
1.6 Policy

The X County Health Department recognizes and acknowledges that the protection of its assets and business operations is a major responsibility to its employees and the public. Therefore, it is the policy of the X County Health Department that a viable COOP plan be established and maintained to ensure high levels of service quality and availability. It also is the policy of the X County Health Department to protect life, information, and property, in that order. To this end, procedures have been developed to support the resumption of time-sensitive business operations and functions in the event of their disruption at the facilities identified in this plan. The X County Health Department is committed to supporting service resumption and recovery efforts at alternate work sites, if required. Likewise, the Administrator and other health department leadership staff are responsible for developing and maintaining a viable COOP plan that conforms to acceptable insurance, regulator, and ethical practices and is consistent with the provisions and direction of other X County policies, plans, and procedures.

SECTION 2: CONCEPT OF OPERATIONS

2.1 Objectives

This COOP plan was developed in an effort to assure the health department’s capability exists to continue essential functions across a variety of emergencies. The objectives of this COOP plan include:

· To ensure the continuous performance of the health department’s essential functions/operations during an emergency.
· To protect essential facilities, equipment, records, and other assets.
· To reduce or mitigate disruptions to operations.
· To reduce injuries and loss of life.

· To minimize damage and losses to agency facilities and assets.

· 
To identify and designate principals and support staff to carry out essential functions and, if necessary, be relocated.

· To facilitate decision-making for execution of the COOP plan and the subsequent conduct of operations.
· To achieve timely and orderly recovery from an emergency and resume full services to the public.

2.2 Planning Assumptions & Considerations

This COOP plan is based on the following assumptions and considerations: 

· Emergencies or threats may affect X County Health Department’s ability to provide essential departmental services and to provide support to other agencies. 

· Personnel and other resources from X County Health Department will be made available to continue essential departmental services. Continuity of operations may be challenging because of employee absenteeism.
· Emergencies and threats will be prioritized based upon their perceived impact on operations and the public.
· An effective response to a community-wide event will require a coordinated effort from public and private entities, including public health, emergency management, healthcare, and critical infrastructure providers.

· Volunteers may be used to help carry out the health department’s functions during an emergency.

· The COOP plan must be capable of implementation with and without warning.

· The COOP plan must be operational no later than 12 hours after activation and sustained for up to 30 days with resource support.

· The COOP plan will take maximum advantage of available local, State, and Federal government infrastructures.


2.3 COOP Execution

This section outlines situations that may lead to activation of the COOP plan due to emergencies that threaten the ability of X County Health Department to perform its mission-essential functions. This section also provides a general description of actions that will be taken by the health department to transition from normal operations to COOP activation.

COOP Activation Scenarios

A list of COOP Activation Scenarios and a Decision-Making Matrix is included in Annex Q-1 to assist the health department Administrator in determining whether to activate the COOP plan and under what conditions to activate the health department’s Incident Command System (ICS). The following scenarios would likely require activation of the COOP plan:

· X County Health Department is closed to normal business due to a credible threat to the department or the vicinity. For med/large depts.: Multiple health department facilities within an area may require COOP activation at each site.
· Area of X County has experienced a biological incident, widespread utility failure, natural disaster, hazardous materials incident, civil disturbance, or terrorist and/or military attack or threat.

· A pandemic is causing widespread illness in the community and is affecting staff and their families. A workforce shortage of more than 40 percent would necessitate activation of the COOP plan.

The following scenario would not require activation of the COOP plan.

· The primary facility is temporarily unavailable due to a sudden emergency, such as a fire alarm, bomb threat, or hazardous material incident, which requires evacuation of the facility but only for a short duration that does not impact normal operations.
Vulnerability

· Vulnerabilities of the X County Health Department were assessed as part of a county-wide hazard vulnerability assessment (HVA) in insert year. The results of the HVA are included in the X County Emergency Operations Plan (EOP). The X County EOP and supporting documentation are kept on file with the County Emergency Manager.

COOP Activation

· If the health department must close, an alternate work site will be activated at the discretion of the health department Administrator. Copies of the Memoranda of Agreement (MOA) with the alternate work site are stored in the Administrator’s office and electronically stored on X computer.   

· For med/large depts.: In the event of relocation, all X County Health Department COOP Team members will gather at the alternate work site as directed by the Administrator. (Other personnel may be asked to go home and wait for further instruction or may be temporarily reassigned by the Administrator to support the COOP Team and the essential functions.) The Administrator will ensure the essential functions of the health department are maintained and capable of being performed using available personnel and resources at the alternate work site until full operations are re-established at the primary facility. Requests for outside resource support will be submitted to the County Emergency Manager.

· For small depts.: In the event of relocation, all personnel will report to the alternate work site as directed by the Administrator. The Administrator will ensure the essential functions of the health department are maintained and capable of being performed using available personnel and resources at the alternate work site until full operations are re-established at the primary facility. Requests for outside resource support will be submitted to the County Emergency Manager. 
· For med/large depts.: COOP Team personnel will report to the primary health department facility and assume their predetermined COOP assignments 
if the COOP plan is activated and relocation is not necessary (ex: biological incident or pandemic). Personnel also should begin to carry out the essential functions identified in Annex Q-3.

· For small depts.: All personnel will report to the primary health department facility and assume their predetermined COOP roles if the COOP plan is activated and relocation is not necessary (ex: biological incident or pandemic). Personnel should begin to carry out the essential functions as identified in Annex Q-3.
· All staff necessary to perform the essential functions of the X County Health Department will be contacted through the staff call-down roster and advised to report to the health department or alternate work site. The staff directory is located in Annex D.
	Section 4 of this plan provides additional detail on the procedures that will be used for COOP activation and implementation.


In most cases, the X County Health Department will receive a warning of at least a few hours prior to an incident. Under these circumstances, the process of activation would enable the partial, limited, or full activation of X County Health Department’s COOP plan with a complete alert and notification of all personnel and activation of the COOP Team. 
The ability to execute the X County Health Department’s COOP plan following an incident that occurs with little or no warning will depend on the severity of the incident's impact on the physical facilities and whether X County Health Department personnel are present in the affected facility or in the surrounding area. 

The accountability of X County Health Department personnel throughout all phases of an emergency, including COOP activation, is imperative.  

	Section 2.9 of this plan provides additional information on warning conditions and related procedures.


2.4 Time-Phased Implementation

Incidents can be categorized as minor or major, yielding varying potential impacts. A time-phased implementation will be used to prepare for and respond to current threat levels, to anticipate escalation of those threats, and to plan accordingly for increased response efforts and possible full COOP activation. The extent of the time-phased implementation will depend upon the emergency, the amount of warning received, whether personnel are on-duty or off-duty, and the extent of damage to the facility and its occupants. The following disaster magnitude classifications will be used to determine execution level of the COOP.

· Minor Disaster: Any disaster that is likely to be within the response capabilities of the health department and results in minimal need for assistance from local partners and the State.

· Major Disaster: Any disaster that will likely exceed local capabilities and require a broad range of outside support including local, State, or Federal assistance. The X County Emergency Manager will notify the Kansas Division of Emergency Management with potential State and Federal assistance likely to be recovery-oriented.
· Catastrophic Disaster: Any disaster that will require massive State and Federal assistance. State and Federal assistance will involve response and recovery needs.
The Public Health Emergency Activation Levels described in Annex B will be followed for the escalation of surveillance activities during a public health emergency. If the COOP plan is activated as the result of a public health emergency, the X County Health Department will follow the activation levels in Annex B.

It is possible that a minor disaster would not render a facility unusable. However, minor disasters may escalate into major or catastrophic disasters. Events that are of short duration and do not impact normal operations (e.g., require a building evacuation only) must be handled as though they could escalate into a more serious situation. Time-phased implementation of the COOP plan is a way to prepare for all levels of emergency scenarios that may or may not require relocation to an alternate work site. Listed below is a summary of the sequence of events that will be followed using time-phased implementation of the COOP plan.

	Annex B includes the public health emergency activation levels.


Phase I- Activation and Relocation (0-12 Hours)

During this phase, alert and notification of health department employees and other critical community partners will take place. It is during this phase that preparations to transition to an alternate work site will begin, if relocation is anticipated. However, if the event turns out to be less severe than initially anticipated, the time-phased COOP activation may terminate during this phase and return to normal operations will take place.
Phase II- Alternate Work Site Operations (12 Hours to Termination of Emergency)

During this phase, the performance of mission-essential functions should be underway. Operations may be scaled back to the essential functions as prioritized in Annex Q-3. If relocation was ordered, the transition to an alternate work site may be complete as necessary. Also during this phase, plans should begin for transitioning back to normal operations at the primary facility or other designated facility.
Phase III- Reconstitution

During this phase, all personnel, including those who are not involved in the COOP activation, will be informed that the threat or actual emergency no longer exists and instructions will be provided for the resumption of normal operations.


2.5 COOP Team

Essential functions are the services the X County Health Department must provide and cannot be delayed for more than 30 days
. Members of the COOP Team will be responsible for carrying out the essential functions during COOP activation and will be required to report for duty during an emergency. Part-time staff may be asked to work full-time hours until the COOP activation period is terminated. Depending on the incident, the Administrator may call in volunteers to assist with performing the essential functions.  The COOP Team must be able to continue the performance of X County Health Department essential functions for up to 30 days with resource support, including volunteers and any requested assistance from outside resources. 
The X County Health Department will designate a COOP Team composed of:

· For small health departments: All staff will be considered COOP Team members. 

· The Administrator will be the COOP Team Leader.

· For med/large depts.: List them below as necessary for your dept.
· Administrator

· Nursing Director 

· Environmental Director 

· Preparedness Coordinator/Planner

· The Preparedness Coordinator will be the COOP Team Leader.

· IT Director 

· Safety Coordinator 
Prior to an event requiring COOP Activation:

1. The COOP Team will create checklists for the essential functions identified in Annex Q-3 that provide direction on how to perform the function. These checklists will be inserted into Annex Q-9 with the COOP Team Checklists.

2. The COOP Team members will cross-train their designated alternates (identified in Annex Q-3) and other staff members to perform the mission-essential functions. This will ensure multiple staff will be capable of carrying out the essential functions in the absence of a primary COOP Team member. Staff members who are cross-trained will be provided with copies of the essential function’s checklist.
For med/large depts.: All staff members who do not have specified COOP roles or responsibilities are referred to collectively as the COOP Support Team. The Support Team may be directed to move to other facilities or duty stations, or they may be advised to remain at or return home pending further instructions. Individuals from the Support Team may be used to replace unavailable COOP Team members or to augment the overall COOP response. COOP activation will not, in most circumstances, affect the pay and benefits of X County Health Department staff. (It is critical that you verify this statement regarding pay and benefits of staff with your county government and insert information as appropriate in this paragraph.)

For med/large depts.: A Rapid Recall List in Annex Q-12 provides a list of COOP Team members only and can be quickly and easily accessed in an emergency without pulling the entire staff roster (Annex D).

For small depts.: Selected volunteers or personnel from other X County departments may supplement the COOP Team as determined by the Administrator.  Health department staff will serve as the initial team for activating and carrying out the COOP plan in the first 12 hours of activation. The COOP Team (including volunteers and other outside support) will ensure the continuance of the health department’s essential functions for up to 30 days with resource support. 
	· Annex Q-3 provides individual names and titles of the COOP Team. Contact information for all staff members is located in the directory in Annex D.

· Section 4 of this plan covers more detailed, specific time-phased implementation procedures that will be followed during COOP activation and execution.


2.6 Alternate Work Site 

The determination of whether relocate to the designated alternate work site will be made at the time of activation by the Administrator in consultation with the COOP Team. The decision will be based on the incident, threat, risk assessments, and execution timeframe. Arrangements will be made with the management of the alternate work site. The Administrator will work with the work site’s manager prior to an emergency to establish requirements for receiving and supporting the health department’s COOP Team.

The primary alternate work site identified in Annex Q-2 will be used when the health department’s facility is no longer a safe working environment due to structural damage or other safety issues. In the event the primary site is unavailable, the secondary alternate work site (also identified in Annex Q-2) will be used. 

To ensure the adequacy of assigned space and other resources, all locations currently identified in Annex Q-2 will be reviewed by the Administrator annually. An alternate work site planning tool also is provided in Annex Q-2 to assist with identifying a suitable location. 
The COOP Team will be advised of the results of the review and any updates to alternate work site details. The review will consider the following:

· Ensure the facility has sufficient space to maintain and support the COOP Team.

· Ensure the facility, along with acquired resources, is capable of sustaining operations for performing mission-essential functions for up to 30 days.

· Ensure the facility has reliable logistical support, services, and infrastructure system (e.g., water, electrical power, HVAC, etc.)

· Ensure personal convenience and comfort considerations (including toilet facilities) are given to provide for the overall well-being of the COOP Team.

· Ensure adequate physical security and access controls are in place.

· Ensure the alternate work site is not in the same immediate geographical area as the health department, thereby reducing the likelihood that the alternate work site could be impacted by the same incident that impacts the health department.

· Ensure a Memoranda of Understanding (MOU) is signed with the facility to help ensure its availability in an emergency.

The Administrator will contact the manager at the alternate work site to verify any special arrangements, such as refrigeration capabilities for pharmaceuticals and medical supplies.
To avoid confusion in defining “alternate sites,” the health department will use the following definitions:

· Alternate work site: Facility identified by the health department or local county government to support the relocation of health department staff and essential functions from the primary operating facility (the health department) to another location.

· Alternate care site: Term used by hospitals and medical providers to describe a location outside the hospital where patient care or triage functions are provided during a medical surge event.

· Alternate POD site: Term used by the health department to describe the secondary location where a Point of Dispensing (POD) would be established if the primary POD location is unavailable during a mass dispensing or mass vaccination campaign. 
	Annex Q-2 provides the location of the health department’s primary and secondary alternate work sites and additional information on alternate work site requirements.


2.7 Mission-Essential Functions

X County Health Department has identified and prioritized its essential functions so the health department’s mission may be carried out during an emergency.  The health department’s essential functions also include activities identified in the health department’s Standard Operating Guides for mass dispensing, risk communications, community disease containment, and chain of custody.

The Administrator and COOP Team shall ensure that mission-essential functions can continue or resume as rapidly and efficiently as possible during COOP activation. Any task not deemed as an essential function will be deferred until additional personnel and resources become available. 
The essential functions and their ranking priorities are located in Annex Q-3. The essential services are prioritized using the following definitions:

1. Mission-essential functions that must be performed, given a 1 day disruption (ranked from highest to lowest priority).

a. After 1 day of emergency operations, either normal operations must be reinstated or emergency operations must ensure the functions listed in #2 below are performed.
2.  Mission-essential functions that must be performed, given a disruption of greater than 1 day but less than 1 week (ranked from highest to lowest priority).

a. After 1 week of emergency operations, either normal operations must be reinstated or emergency operations must ensure the functions listed in #3 below are performed.
3.  Mission-essential functions that must be performed, given a disruption of greater than 1 week but less than 1 month (ranked from highest to lowest priority).

a. After 30 days of emergency operations, all functions should be resumed at normal operations level.

b. If normal operations cannot be resumed in 30 days, the health department may consider entering devolution agreements with other agencies/organizations.

	Annex Q-3 provides guidelines to assist in the determination and prioritization of mission-essential functions.


2.8 Delineation of Essential Functions

To ensure that mission-essential functions referenced in Annex Q-3 are effectively carried out, either from the primary facility or an alternate work site, it is imperative that each function has a qualified staff person assigned to it. The COOP Team was formed with these functions in mind; team members have been matched up with the mission-essential(s) they will be assigned during COOP activation.

The essential functions in Annex Q-3 identify a staff member to oversee the function and the required resource support. Some functions may require more than one person to support that function. Staff may be performing functions outside their regular job descriptions to support the overall goals and mission of the health department in an emergency. 

· For med/large health departments: Each function has a staff member and three alternates assigned to it to ensure operations are continued with minimal disruption. If the primary point of contact is unavailable, the 1st Alternate is responsible for overseeing that function until the primary point of contact is available and able to perform his/her duties. 

· For small health departments: A primary point of contact has been identified for each function. In the event the primary point of contact is not available, the Administrator will oversee that function until a replacement can be found, either through the volunteer pool or contacting other X County departments or outside organizations for personnel support. The names and titles of volunteers or other X County or X city staff who have agreed to serve as alternates are included in the directory in Annex D. 

· The essential function chart in Annex Q-3 also identifies any required training needed to perform each function. Any person who is designated to perform an essential function – either as the primary point of contact or an alternate – must possess the minimum training requirements identified for that function. The contact list for staff is located in Annex D.

	Annexes Q-3, Q-5, and Q-6 provide a breakdown of estimated resources required, including personnel and equipment to ensure the continuation of mission-essential functions during COOP activations.


2.9 Warning Conditions

When planning and preparing for emergencies that may require COOP activation, a variety of scenarios have been considered. Impending events, such as winter storms, may provide ample warning for notification of staff and identification and pre-position of resources. Other types of events, such as tornadoes or terrorist events/criminal acts, may provide very little or no warning. The X County Health Department recognizes that the COOP plan must be able to be activated under all conditions: 

· With Warning:  The X County Health Department may receive a few hours warning prior to an event.  This will normally enable the full execution of the COOP plan with the reallocation of resources and deployment of personnel to an alternate work site, if necessary. Notification will occur through pager, e-mail, and telephonic methods using the emergency personnel call-down roster in Annex D.

· Without Warning:  The ability to execute the COOP plan following an event that occurs with little or no warning will depend on the severity of the emergency and the number of available personnel.  
· Non-Duty Hours: The ability to contact staff, whether during work hours or non-duty hours, is critical for ensuring the health department’s essential functions may be carried out. The staff call-down roster in Annex D identifies off-duty contact information for staff so they may be notified of an emergency affecting the health department’s facilities and operations. 

· If an emergency occurs during off-duty hours, the X (who calls the health department in an emergency at the facility) would contact the health department Administrator of the emergency. The Administrator will determine whether to activate the COOP plan and whether to request staff to report to work during non-duty hours. 

· Duty Hours: If an incident occurs during work hours, the COOP plan will be activated and all staff will be deployed as directed by the Administrator. 

· All staff should follow the facility’s evacuation or shelter in place procedures for events that occur that during work hours that will likely require the relocation of the health department’s operations.

· For events occurring during work hours that do not require relocation (such as a pandemic or other biological incident), the Administrator will direct staff to scale back operations to the mission-essential functions identified in the essential functions chart in Annex Q-3.

In both scenarios (non-duty and duty hours), the Administrator may temporarily reassign staff to assist with carrying out the mission-essential functions. The Administrator also may call volunteers to request assistance or contact the County Emergency Manager to request additional resource and personnel support from other city and county agencies in the XX area.

	Section 2.12 of this plan provides additional information and procedures to be followed based on warning conditions. Section 4.3 of this plan provides staff activation procedures for duty hours and non-duty hours.


2.10 Direction & Control

Orders of Succession

For med/large depts.: The X County Health Department is responsible for establishing, promulgating, and maintaining Orders of Succession to key positions. Such Orders of Succession are an essential part of this COOP plan. The Orders of Succession establish transfers of leadership and decision-making procedures in the event the leadership position is unavailable during COOP plan activation. The Orders of Succession for the X County Health Department are as follows:

· Administrator
· Successor 1: Title
· Successor 2: Title
· Successor 3: Title
For small depts.: The X County Health Department is responsible for establishing, promulgating, and maintaining Orders of Succession to key positions. Such Orders of Succession are an essential part of this COOP plan. The Orders of Succession establish transfers of leadership and decision-making procedures in the event the leadership position is unavailable during COOP plan activation. Due to the size of the health department, successors to the Administrator have been identified outside the health department, but within the X County or X City government agencies. The successors’ names and contact information are included in Annex D. The Orders of Succession for the X County Health Department are as follows:

· Administrator
· Successor 1: Title, X County Health Department
· Successor 2: Title, Agency
· Successor 3: Title, Agency
Delegations of Authority

The X County Health Department has pre-delegated positions for making policy determinations and decisions at the health department, alternate work sites, POD locations, or other locations where the health department’s functions are performed. The Delegations of Authority establish the extent of authority for positions within the Administrator’s Order of Succession (see above). 
The Administrator is responsible for the overall functions of the X County Health Department. The Successor 1 Title 
is authorized to carry out the Administrator’s duties during an emergency that has caused COOP activation. The Successor 1 Title is authorized to carry out any decisions directly related to the emergency and COOP activation until the Administrator is available and able to resume his/her responsibilities. Day-to-day business decisions will be deferred until the Administrator returns.

For med/large depts.: If the Successor 1 Title is unable or unavailable, the Successor 2 title is authorized to carry out the COOP responsibilities of the Administrator until the Successor 1 Title or Administrator is available and able to resume the responsibilities. Successor 3 Title will assume the COOP responsibilities of the Administrator until Successor 2, Successor 1, or the Administrator become available. 

For small depts.: In the event the Administrator and the Successor 1 Title are not available, the X City or County Department (see above under Orders of Succession) will assume leadership and emergency decision-making procedures for X County Health Department until the Administrator or Successor 1 become available. In the event the Administrator and Successor 1 are unavailable, only the X County Commission may make decisions regarding human resources and fiscal issues for the health department. The extent of authority to an individual outside the X County Health Department is restricted to emergency-purposes only until the Administrator or Successor 1 returns. (It is critical that you verify this statement with your partners and county commission.)

	Annex Q-4 includes additional information on the Delegations of Authority, including triggering conditions, procedures, and limitations of the transfers of authority.


Incident Command System & COOP

X County Health Department uses the Incident Command System (ICS) following National Incident Management System (NIMS) requirements. Job Action Sheets for the Incident Commander, Command Staff, and General Staff can be found in Annex C.  The X County Health Department will provide personnel and volunteers with Just in Time Training for ICS as necessary to ensure continuity of operations. The Incident Command chart, including names, titles, and backup information, is located in Annex C. 

· The standard ICS forms may be used to track and document the COOP activation and agency response.

· The COOP Checklists in Annex Q-9 may be used to supplement the ICS Job Action Sheets in Annex C.

	· Annex C includes the health department’s ICS organizational charts and job action sheets.

· Annex Q-1 includes an Activation Scenarios & Decision-Making Matrix for activating the COOP plan and ICS.

· Annex Q-9 includes COOP checklists for the COOP activation.


2.11 Operational Hours

· During COOP activation, the Administrator will determine the hours of operation for the COOP Team.
· Members of the COOP Team must be prepared to support operations 24 hours a day, 7 days a week, working in shifts.
· For med/large depts.: Members of the Support Team should be prepared to support the COOP Team in the event additional personnel are needed.
2.12 Alert & Notification 

Alert Procedures

If the situation allows for warning, staff may be alerted prior to activation of the COOP plan. In all situations allowing for an alert, all staff members, X County Emergency Management, and other key partners must be notified.

· Information and guidance for all X County Health Department staff will be passed via telephone using the staff call-down roster in Annex D. Depending on the situation, information also may be available via: (delete those that are non-applicable)
· County employee hotline

· Intranet web site or e-mail

· Announcements on local radio and TV stations

· List other means as applicable

· X County Health Department staff should remain in their office or at home until specific guidance is received.
· The COOP Team should be prepared for rapid deployment upon activation through the pre-arranged notification procedures. These instructions will denote explicit actions to be taken, including the location of where to report for duty (the health department or otherwise).
· The Administrator will direct the activation of the COOP plan.
Notification Procedures 

Upon activation of or notification to activate the health department’s COOP plan, telephone, e-mail, and other methods of communication designed by the health department will be used to notify staff.
· The Administrator will notify the County Health Officer, State Health Officer, 
County Emergency Manager, and other key stakeholders of the situation and that the COOP is being activated. 
· In situations that involve suspected or confirmed disease outbreaks or bioterrorism act, the health department must include notification of the Kansas Department of Health and Environment (KDHE), Bureau of Surveillance and Epidemiology, at 877-427-7317. 

· In the event of a bioterrorism act, all X County Health Department staff should wait for guidance from the Administrator or KDHE.  All staff should remain in place at office or home until specific guidance is received from the health department Administrator.

· For med/large depts.: The Administrator will notify the COOP Team using the Rapid Recall List (Annex Q-12),
 informing them of the current situation and that the COOP plan is being activated. Once all COOP Team members have been contacted, the remaining health department staff will be notified using the call-down list. 
· A minimum of two attempts will be made to contact each person on the list. If two contact attempts are unsuccessful, a telephone message will be recorded.  Staff carrying pagers will be paged. Contact attempts via cell phone should be attempted at least two times, should no page response occur.
· For small depts.: The Administrator will notify all staff using the emergency personnel call-down list in Annex D, informing them of the current situation and that COOP plan is being activated.
· A minimum of two attempts will be made to contact each person on the list. If two contact attempts are unsuccessful, a telephone message will be recorded.  Staff carrying pagers will be paged.  Contact attempts via cell phone should be attempted at least two times, should no page response occur.
· For med/large depts.: Each person contacted by page or recorded message will call the COOP Team Leader to report their personal response availability. The COOP Team Leader will report the progress of the notification process to the Administrator.

· For small depts.: Each person contacted by page or recorded message will call the Administrator to report their personal response availability.

· The COOP Team Leader will initiate the volunteer call-down list as needed to request support for the health department’s operations, as needed.

· The Administrator will contact the County Emergency Manager to request additional resource and personnel support as needed.

	· Annex D identifies contact information for notifying health department staff and external partners.
· Annex E identifies communications systems the health department has in place for contacting staff and partners.


SECTION 3: PROCEDURES

3.1 Personnel Coordination

The Administrator will draft memoranda for dissemination to all employees regarding the duration of alternate operations, pertinent information on payroll, time and attendance, duty assignments, travel authorizations, and reimbursement.  These memoranda will be distributed to all staff through calling trees, e-mail, posting information on the health department’s web site, and other available sources. Listed below are additional personnel resources and capabilities to ensure that all staff members are prepared when disasters strike, either with or without warning: (delete those that are non-applicable and include others omitted in the samples below)

· Pandemic Checklist for staff

· Checklist provided in Annex Q-9 to provide guidance on social distancing and other community mitigation strategies.

· Communications Plan for staff

· Reference where to locate the communication plan, if one exists.
· Health, safety, and emotional well-being of all employees and their families 

· Examples may include a wellness hotline or counseling services available through the county.
· Pay status and administrative leave issues

· Reference where to locate policies for staff pay and administrative leave issues. If your county has emergency pay and administrative leave policies, be sure to reference those policies. These policies may be developed through your county government and are applicable to all county employees, not just the health department.
· Medical, special needs, and travel issues

· Reference where to locate policies for medical, special needs, and travel issues. These policies may be developed through your county government and are applicable to all county employees, not just the health department.
If the county or health department has existing policies that address these issues for emergencies (for example, emergency procurement policies, emergency time and leave issues, etc.), insert a brief description and reference here of where to locate that information.

3.2 Vital Records and Databases, Vital Systems & Equipment 

Vital Records and Databases and the Vital Systems and Equipment are very similar. Vital Records and Databases refer to documentation, such as staff rosters, patient records, employee records, and preparedness plans. Vital Systems and Equipment refer to the equipment needed to support essential functions, such as radios, computers, cell phones, pagers, etc. Examples of vital systems include EDSS, HAN, WebEOC, WebIZ, etc.
Vital Records and Databases

Vital records and databases identified as critical to supporting the mission-essential functions, both paper and electronic, have been identified in Annex Q-5 and will be maintained, updated, and stored in secure off-site locations. In addition, procedures have been developed to ensure that records are maintained and updated regularly
. If lost or damaged, replacement of these resources would be detrimental to the health department’s ability to carry out its essential functions. Procedures also have identified how emergency operating records will be made available to personnel and will ensure back-up for legal and financial records.

Vital records essential to COOP activation include the following: (add or delete to this list as necessary for your department)

· Emergency plans, directives, and SOGs

· Orders of Succession

· Delegations of Authority (Annex Q-4)

· Staff roster (Annex D)

· Staffing assignments

· Records of policies or procedures that provide staff with guidance and information or resources necessary during an emergency

Vital records critical to carrying out the health department’s essential legal and financial functions and activities: (add or delete to this list as necessary for your department)

· Accounts receivable

· Contracts and acquisition files

· Official personnel files

· Social Security files

· Payroll files

· Retirement files

· Insurance records

· Property management and inventory records
The X County Health Department’s medical records require special consideration under the COOP plan.  The health department, as in day-to-day operations, will maintain safety and security of medical records.  Medical records are stored in a secure, back-up location at insert location here (physical location or computer server or both). If no current back-up system is in place, insert brief description here or reference to an existing policy that addresses data security.  
If relocation to an alternate work site is necessary, the COOP Team Leader will ensure the needed equipment and records are transferred to the alternate work site. Information technology support also will be requested from X
.
	Annex Q-5 provides additional information on vital records and databases and additional information on identification, location, and backup capabilities of the health department for performing mission-essential functions.


Vital Systems & Equipment

Vital systems and equipment identified as critical to supporting the mission-essential functions have been identified in Annex Q-6 and will be maintained and tested regularly
. If lost or damaged, replacement of these resources would be detrimental to the health department’s ability to carry out its essential functions, communicate with other agencies, and perform various electronic reporting requirements.

If relocation to an alternate work site is necessary, the COOP Team Leader will ensure the needed electrical and internet capabilities are available at the alternate work site. Information technology support may be requested from X
.
	Annex Q-6 provides additional information on vital systems and equipment and additional information on identification, location, and backup capabilities of the health department for performing mission-essential functions.


3.3 Pre-Positioned Resources

It is recommended that essential items, such as office supplies and equipment, data, vital records, and other critical resources, be pre-positioned at the alternate work site or other off-site location to facilitate the transition if the health department needs to relocate during an emergency. Insert language in this section as appropriate for your health department of what pre-positioned resources are available at your alternate work site. If you currently do not have pre-positioned items, identify that no items are pre-positioned at the alternate work site.
The X County Health Department has pre-positioned the following resources at the alternate work site to utilize in the event of relocating operations:

· List them or reference where to find an inventory list.

The pre-positioned resources will be inventoried and regularly maintained by the COOP Team to ensure there is a clear accounting of what resources are available at the alternate work site and will not require transportation during a COOP emergency that necessitates relocating operations.
3.4 Drive-Away Kit

The COOP Team Leader is responsible for providing guidance to staff on the requirements of and contents of Drive-Away Kits, which may contain items such as computer software, databases, publications, and laptop computers. An inventory list of the Drive-Away Kit is maintained in Annex Q-7. Some items needed for the kit may be included in the Point of Dispensing (POD) kits and do not require replication in the Drive Away Kit. In the event health department functions are relocated to an alternate work site, the POD kits will be taken to the alternate work site with the Drive-Away Kit. The COOP Team Leader is responsible for ensuring the health department’s Drive-Away Kit and POD kits are transferred to the alternate work site.

Items to consider for a Drive-Away Kit may include: 

· List of positions and job descriptions needed to meet essential services. 

· Laptops with all necessary data and power sources. 

· Office supplies, including clip boards, staplers, pens, scissors, paper clips, etc. 

· Other items specific to essential functions (e.g. syringes, disinfectant, bandages, cotton balls, gloves, etc). 

· Copy of the COOP plan, including all annexes and organizational charts (hard copy or electronic)

· Copies of other emergency response documents, such as the health department’s Standard Operating Guides (SOGs), County Emergency Operations Plan, policies, procedures, etc. (hard copy or electronic)

· Radio/satellite phones

· Identification vests

· ICS forms

· Flashlight and batteries

· Bottled water
COOP Team members should bring with them supplies of personal medications and other specialty needs, such as hearing-aid batteries and eyeglasses. COOP Team members also should bring their insurance cards, staff identification card, and/or driver’s license to the alternate work site.

The Administrator will contact the manager of the alternate work site for special arrangements, such as refrigeration of pharmaceuticals and medical supplies.

	Annex Q-7 provides additional information on the inventory of Drive Away Kits.


3.5 Telecommunications and Information Systems Support

Interoperable communications, or the ability for the X County Health Department to communicate with individuals internal and external to the agency, is critical during emergencies, including a COOP emergency. 

· Internal communications that will be used within the health department and/or its alternate work site to communicate with staff and other agencies co-located in the health department’s facility: (add or delete to this list as necessary for your department)
Transported

· Phones

· Satellite Phones

· Fax Machines

· Two-Way Radios

· Refer to the Communication Inventory in Annex E-1 for a complete listing of communications equipment, including the brand/model #, storage location, frequency, and resource status.

· Refer to the Resources Lists in Annex G for locally and regionally available resources.

Pre-Positioned
· Telephones



· External communications that will be used by the health department to communicate with other emergency response agencies, the media, and other agencies/organizations: (add or delete to this list as necessary for your department)
Transported

· 800 megahertz radios

· Satellite Phones

· Refer to the Communication Inventory in Annex E-1 for a complete listing of communications equipment, including the brand/model #, storage location, frequency, and resource status.

· Refer to the Resources Lists in Annex G for locally and regionally available resources.

Pre-Positioned

· Telephones


Access to critical information systems that are used to accomplish mission-essential functions during normal operations from the health department should be assured at the alternate work site. For the X County Health Department, the XX maintains the information systems and ensures that the systems are backed up on a daily basis. In addition, the XX ensures that connectivity exists at the alternate work site and will provide systems technical support during COOP activations.
The above-referenced telecommunications and information systems capabilities at the X County Health Department’s alternate work site are sufficient for the performance of mission-essential functions under the COOP plan. 

	· Annex E provides additional information on communications systems.

· Annex G provides additional information on Resources List.


3.6 Security & Access Controls

The Administrator will ensure that all four types of security are addressed and in place at the alternate work site: (1) operational; (2) information systems/cyber; (3) physical; and (4) access controls. Due to the sensitive information contained in the COOP plan and its annexes, the Administrator also will ensure that distribution of the complete plan is limited and that an accounting of those who have access to the plan is maintained. 

The Administrator will ensure the following:

1. Plans and procedures shall establish a goal of duplicating the level of security at the alternate work site as established at the health department.

2. Alternate technologies, such as video technology, may be considered for security.

3. Augmentation of security will be addressed, based on the emergency or threat, to include considerations for using local law enforcement, private vendors, and other resources.

4. For incidents involving terrorist attacks or threats of attacks, the health department will follow guidance from local law enforcement and the County Emergency Manager based on the five-tiered U.S. Department of Homeland Security’s Threat Advisory System.

3.7 Personal & Family Preparedness

All staff, including those individuals actively involved in the COOP process, should be prepared for and aware of COOP activation procedures. To assure that all employees are prepared for COOP contingencies, training and education will be part of the X County Health Department’s new employee orientation and will be conducted regularly (at least annually) at staff meetings. The training will focus on preparing employees for situations in which they will not be able to work from the health department’s facility. The training also will advise staff on how to be personally prepared by developing personal “go-kits” and preparing their families at home. Information about family and home preparedness is available online at www.fema.gov.

3.8 Site Support Procedures

Site support responsibilities are tasks that must be conducted to ensure the readiness of the alternate work site and the continued functional operation of the facility throughout the duration of the COOP activation. These responsibilities include ensuring that a staff member is appointed and procedures are in place and followed to ensure a smooth transition to alternate work site operations. These responsibilities also include a planned transition back to the normal operations once the emergency has passed.
SECTION 4: PHASE I - ACTIVATION

The following procedures are to be followed in the execution of the COOP plan. The extent to which this will be possible will depend on the emergency, the amount of warning received, whether personnel are on duty or off-duty, and the extent of damage to the impacted facilities and their occupants. This plan is designed to provide a flexible response to multiple events occurring within a broad spectrum of prevailing conditions. The degree to which this plan is implemented depends on the type and magnitude of the events or threats.
4.1 Alert & Notification Procedures

The X County Health Department’s notification process related to COOP activation should allow for a smooth transition of the COOP Team to continue the execution of essential functions across a variety of emergencies. If relocation is not occurring, the notification will provide direction to scale back operations to the mission-essential functions identified in Annex Q-3 and to continue working from the health department’s primary facility.

Notification may be in the form of one of the following:

· For med/large departments use  the following:

· A COOP alert to the COOP Team and Support Team that COOP activation is anticipated or is imminent.

· An announcement of a COOP activation that 1) directs the COOP Team to scale back operations to the mission-essential functions; and 2) provides instructions regarding movement, reporting, and transportation details to an assembly site or a designated alternate work site, as needed.

· Instructions to the COOP Team to prepare for COOP activation and instructions to Support Team employees.
· For small departments use  the following:

· A COOP alert to all staff and volunteers that COOP activation is anticipated or is imminent.

· An announcement of a COOP activation that 1) directs staff to scale back operations to the mission-essential functions; and 2) provides instructions regarding movement, reporting, and transportation details to an assembly site or a designated alternate work site, as needed.

Upon receipt of a COOP alert from the Administrator or designated successor, staff alert and notification procedures are initiated utilizing the systems described in Annex E.

4.2 Initial Actions

Based on the situation and circumstances of the event, the Administrator will evaluate the availability of personnel and resources required to support the mission-essential functions and initiate actions to scale back operations and if necessary, relocate to the appropriate alternate work site.  These actions include measures to be taken in anticipation of COOP activation and actions to be taken upon COOP activation. Once the COOP plan is activated, procedures must be considered for both duty hours and non-duty hours.   
In cases in which COOP activation is anticipated, the Administrator:

· Notifies all staff to prepare for COOP activation by activating staff call-down procedures.

· If anticipating relocating to the alternate work site:

· Notify manager at the alternate work site of anticipated relocation of the health department and to prepare for operations.
· Issues a COOP alert to all staff that relocation is anticipated. COOP Team personnel are instructed to prepare for COOP activation. 
· Notifies the X County Emergency Manager and local ESF-8 supporting agencies of COOP activation and if an emergency relocation of the facility is anticipated.  

 

In cases in which COOP activation is ordered and relocation is anticipated:

· The Administrator coordinates the immediate deployment of the COOP Team to an assembly site or the designated alternate work site.

· The Administrator notifies the manager at the alternate work site to immediately initiate efforts and to prepare the facility for health department operations. The notification will include the following:

· Estimated number of personnel arriving;

· Equipment being transported to the facility;

· Equipment or utility needs at the alternate work site;

· Estimated time of arrival; and

· Estimated duration of the relocation.

· Once staff members have arrived at the alternate work site, the COOP Team Leader may begin the volunteer call-down roster to request any support needed for the COOP activation.
· The COOP Team Leader provides instructions and guidance on operations and the location of the alternate work site.

· The manager at the alternate work site provides regular updates to the COOP Team Leader regarding the status of alternate work site activation/readiness.
 

The following notification procedures are initiated if relocation is occurring:

· All designated staff members initiate their respective COOP notification cascades
.

· The Administrator notifies X County Emergency Manager and local ESF-8 supporting agencies that the COOP plan has been activated and if an emergency relocation of the facility has been ordered and is in progress. If relocating:
· The COOP Team members report to an assembly site or deploy to the designated alternate work site to assume mission-essential functions.

· If time allows and safe to do so:

· All COOP Team members who have established Drive-Away Kits ensure the kits are complete, with current documents and equipment, and commence movement of the resources.

· All COOP Team members assemble the remaining documents and other assets as required to perform mission-essential functions and begin preparations moving these resources.

· All personnel and sections of the impacted facility or facilities should implement normal security procedures for areas being vacated.

· Security and other designated personnel of the impacted facility should take appropriate measures to ensure security of the facilities and equipment or records remaining in the building.
4.3 Activation Procedures: Duty Hours

· The Administrator notifies the COOP Team Leader (for large depts.) or initiates the staff call-down roster (for small depts.) of the emergency requiring activation of X County Health Department’s COOP plan.
· The Administrator activates the COOP plan and notifies the appropriate community partners.
· Notification procedures identified in this plan are conducted.
· The COOP Team Leader directs members of the COOP Team to begin movement to an assembly site or to the designated alternate work site immediately, if relocation is ordered.
· The COOP Team immediately deploys to an assembly site or a designated alternate work site to assume mission-essential functions.
· For med/large depts.: Support Team personnel (those who do not have active COOP response roles) in affected facilities are instructed to go home or to another specified location pending further guidance.
· During a work force shortage (i.e., pandemic or other biological incident), available staff may be temporarily reassigned to the mission-essential functions and may be tasked to assist with duties outside their regular job descriptions.
· Staff will not relocate to an alternate work site during a pandemic or other biological event that does not impact the building, utilities, or other physical assets.
· It is unlikely the COOP plan will be activated during non-duty hours in response to a workforce shortage or pandemic.
·  Additional tasks identified in Section 4.2 that are not yet completed are completed in their entirety.
4.4 Activation Procedures: Non-Duty Hours

· The XX (insert who contacts the Administrator of an emergency during off-duty hours) notifies the Administrator that an emergency requiring COOP activation is anticipated or underway.  
· The Administrator then notifies the COOP Team Leader (for large depts.) or initiates the staff call-down roster (for small depts.) of the emergency requiring activation of the X County Health Department’s COOP plan.
· The COOP Team Leader activates the COOP plan and notifies the appropriate community partners.

· Notification procedures identified in this plan are conducted.
· The Administrator will determine if it is necessary to call in staff to work during non-duty hours. A scenario requiring COOP activation during non-duty hours likely will necessitate the relocation of health department functions. If activated during non-duty hours:

· The COOP Team Leader directs members of the COOP Team to begin movement to an assembly site or to the designated alternate work site, if called into work during non-duty hours. 

· The COOP Team will deploy to an assembly site or the designated alternate work site to assume mission-essential functions, as directed.
· For med/large depts.: Support Team personnel (those who do not have active COOP response roles) are directed to remain at home pending further guidance.
· Additional tasks identified in Section 4.2 that are not yet completed are completed in their entirety.
· It is unlikely the COOP plan will be activated in response to a workforce shortage or pandemic during non-duty hours. If activated during non-duty hours, follow the procedures described above.
4.5 Deployment and Departure Procedures for Relocation Operations

The Administrator will determine full or partial deployment to the designated alternate work site of any mission-essential functions that are critical to operations at the time the COOP activation is ordered. This determination will be based on the severity of the event and the level of threat. The following actions establish general administrative procedures to allow for travel and transportation to the alternate work site. Specific instructions will be provided at the time a deployment is ordered.
· COOP Team: The COOP Team immediately begins deployment, taking with them all office Drive-Away Kits, POD kits, and their personal go-kits. The team likely will use privately-owned vehicles for transportation to the designated facility. Specific instructions will be provided at the time of activation.
· For med/large depts.: COOP Support Team: Support Team personnel present at the impacted facility at the time of an emergency notification will be directed to proceed to their homes to await further instructions. At the time of notification, any available information will be provided regarding routes that should be used to depart the facility or other appropriate safety precautions.  During non-duty hours, Support Team personnel will remain at their homes pending further guidance.

4.6 Transition to Alternate Operations

Following activation of the COOP plan and establishment of communication links with the COOP Team, the Administrator will order the temporary cessation of operations at the primary facility.

· The Administrator notifies the X County Emergency Manager and local ESF-8 supporting agencies that an emergency relocation of the X County Health Department is complete. The Administrator will provide information on modified agency operations and the alternate work site location, including contact numbers.

· As appropriate, community partners, media, outside customers, vendors, and other service providers will be notified by the Administrator or other designated person(s) that functions of the X County Health Department have been temporarily modified while responding to an event. Information regarding the relocation of health department operations also will be provided.

4.7 Alternate Work Site Support Responsibilities

Following notification that a relocation of the X County Health Department has been ordered or is in progress, the manager at the alternate work site will implement necessary site support procedures and prepare to receive the COOP Team within 12 hours. This may include setting up work areas, hooking up phones, clearing storage space, etc., to prepare for the arrival of staff and equipment.

SECTION 5: PHASE II – ALTERNATE OPERATIONS

5.1 Execution of Mission-Essential Functions

Upon activation, the COOP Team will begin providing support for the following functions:

· Ensure that mission-essential functions (see Annex Q-3) are re-established as soon as possible.

· Monitor and assess the situation that required the activation.

· Monitor the status of personnel and resources.

· Establish and maintain contact with the X County Emergency Manager and local ESF-8 supporting agencies or other designated personnel.

· Plan and prepare for the restoration of operations at the impacted facility or other long-term facility.

5.2 Establishment of Communications

· The COOP Team Leader will ensure all necessary and preplanned communications and information systems are established, adequate, and functioning properly.

· The XX IT provider will service and correct any faulty or inadequate communications systems.
· The XX IT provider personnel will ensure connectivity of information systems and will service any faulty or inadequate information systems.

5.3 COOP Support Team Responsibilities

For small health depts.: all staff will be considered “COOP Team,” therefore Section 5.3 and other references to the Support Team may be deleted.
Support Team members do not have primary roles during COOP activations and will likely be directed to remain home during non-duty hours or return home during duty hours.  However, Support Team personnel should be prepared to provide backup support to the COOP Team and should be trained to conduct one or more of the COOP functions that will be performed. This may include being temporarily reassigned to assist with duties outside their regular job responsibilities to support the overall mission of X County Health Department.
5.4 COOP Team Responsibilities

In addition to the functions identified in Section 5.1, the COOP Team members will begin providing support for the following functions as soon as possible following activation of the COOP plan:
· The COOP Team Leader will disseminate administrative and logistical information to the COOP Team upon activation of the COOP plan. This information generally should cover the operational procedures for the next 30 days.

· The COOP Team will receive continual briefings and updates from the COOP Team Leader or Administrator.

· The COOP Team will perform the mission-essential functions of the X County Health Department.
5.5 Augmentation of Staff

· If it becomes evident that the COOP Team cannot adequately ensure the continuation of mission-essential functions, the Administrator will determine additional positions and volunteers necessary to maintain these functions.

· For med/large depts.: The Administrator will identify individuals from the Support Team who may be able to provide support to the COOP Team.

· For small depts.: The Administrator will identify volunteers or staff from other agencies/organizations who may be able to support the health department staff.
· The Administrator will ensure that the identified positions are staffed with individuals who have the requisite skills to perform the tasks.

· The Administrator will consider implementing agreements with outside resource support including Memoranda of Understanding/mutual aid agreements with other government agencies and contractual agreements with private vendors.

· Requests for outside resources support will be submitted to the County Emergency Manager.
5.6 Amplification of Guidance to COOP Personnel

· The Administrator will develop a memorandum for dissemination to all employees on the duration of alternate operations, as well as pertinent information on payroll, time and attendance, duty assignments, and travel authorizations and reimbursements.

· The Administrator will distribute the document to all personnel through appropriate media and other available communications systems identified in Annex E.

5.7 Devolution 

Devolution is the capability to transfer statutory authority and responsibility for the health department’s functions from the department’s primary operating staff and facilities to another organization’s employees and facilities. Devolution may occur if catastrophic or other disasters render the X County Health Department’s leadership and staff unavailable or incapable of performing its COOP functions at the primary facility or alternate work site. 

If devolution is necessary, prioritized essential functions are transferred to a pre-identified devolution organization. Agency direction and control of mission-essential functions are transferred to the devolution organization site and/or identified personnel. Devolution plans will involve the following issues: 

· Personnel at the devolution organization are trained and/or capable to perform the COOP functions to the same level of proficiency as X County Health Department personnel.

· Vital records, documents, and databases are up to date and available to the devolution organization.

· Communications and information management systems are able to be transferred or are accessible to the devolution organization.

· Delegation of authority planning includes senior personnel at the devolution organization.

· The estimated duration of devolution and a process to return functions and equipment to the health department.

Should sufficient staff be unavailable to conduct the mission-essential functions of the X County Health Department, the Administrator will initiate activation of pre-arranged devolution agreements. Devolution will be triggered when the Administrator determines that available staff and resources are insufficient to carry out and maintain the health department’s prioritized COOP functions. At that point, the Administrator will begin procedures to draft devolution agreements in consultation with the County Legal Counsel and County Commissioners. The Administrator will notify the devolution organization(s) that devolution is being initiated
. 
The following are pre-identified devolution organization(s) for the X County Health Department:

· List them. Examples may include your public health regional partners or a neighboring health department.

	· Annex Q-3 provides mission-essential functions identified for the health department.

· Annex Q-4 provides Delegations of Authority information.

· Annex Q-10 provides information for Devolution.


5.8 Development of Plans and Schedules for Reconstitution and Termination 

For small depts.: The Administrator will develop and oversee reconstitution and plans and schedules to ensure an orderly transition of all health department functions, personnel, equipment, and records from COOP activation back to normal business operations. The plans will identify worker or site safety concerns.
· The Administrator will issue a COOP Termination memo to the devolution organization(s) to identify the point of formal COOP Termination, if devolution occurred.

· The Administrator will oversee the Reconstitution and Termination process.

For med/large depts.: The COOP Team Leader will develop reconstitution and plans and schedules to ensure an orderly transition of all health department functions, personnel, equipment, and records from COOP activation back to normal business operations. The Administrator will review the plans to identify worker or site safety concerns and will oversee the reconstitution process.
· The Administrator will review and formally approve all plans and schedules.

· Upon approval, the Administrator will issue a COOP Termination memo to the devolution organization(s) to identify the point of formal COOP Termination.

· The Administrator and COOP Team Leader will oversee the Reconstitution and Termination process.

Plans and schedules will include:

1. Whether the health department’s primary facility is inhabitable. If not, the plans will include recommendations of a new facility for operations.

a. Construction needs for the primary facility, including remediation of safety issues.

b. Estimated costs associated with construction and occupancy. Plans to include options for funding.

2. Notification plans for all health department staff.

3. Timeframe for resumption of normal operations.

For med/large depts.: A Reconstitution Team may be formed to organize and lead the return to normal operations at the primary health department facility. For reconstitution from large events (such as significant damage to the building), the Reconstitution Team may include persons from outside the health department, including other agencies that are housed in the same building. A list of the Reconstitution Team is provided in Annex Q-13.

SECTION 6: PHASE III – RECONSTITUTION & TERMINATION

6.1 Overview

As soon as possible (within 24 hours) following a COOP activation, the COOP Team Leader will initiate operations to salvage, restore, and recover the impacted facility, pending approval from applicable local, State, and Federal law enforcement and emergency service authorities.  Reconstitution procedures will commence when the Administrator determines that the emergency situation has ended and is unlikely to reoccur.  Once this determination has been made, one or a combination of the following options may be implemented, depending on the situation:
· If relocation occurred:

· Continue to perform mission-essential functions at the alternate work site for up to 30 days. 

· Begin an orderly return to the health department and reconstitute full normal operations.
· Begin to establish reconstitution of normal operations at a different primary facility location if the health department is uninhabitable.  
· If relocation did not occur:

· Continue to perform mission-essential functions at the health department until additional staff becomes available.

· As additional staff becomes available, begin an orderly return of additional functions of the health department until all functions are resumed. 

· Begin to resume functions based on the priority rankings on the essential functions chart.  Mission-essential functions should be operational first, followed by other functions as ranked in Annex Q-3.

· Transition staff members who have been temporarily reassigned back to their regular duties.

· Release volunteers called in to assist with health department functions.
6.2 Procedures

For med/large depts.: 
If relocation occurred: Upon a decision by the Administrator that the impacted facility can be reoccupied, or that a different location will be established as a new facility to resume normal operations, the following procedures will be followed:

· The COOP Team Leader will create and submit reconstitution plans for review and approval by the Administrator. 

· Upon approval, the COOP Team will initiate and oversee the orderly transition of all mission-essential functions, personnel, equipment, and records from the alternate work site to a new or restored facility.

· Non-assigned Support Team personnel will be notified by the COOP Team that normal operations of the X County Health Department are resuming and they should report back to work.

If relocation did not occur: Upon a decision by the Administrator to resume normal operations, the following procedures will be followed:

· The COOP Team Leader will create and submit reconstitution plans for review and approval by the Administrator. 

· Upon approval, the COOP Team will initiate and oversee the orderly resumption of all health department functions. This may include transferring staff back to their normal duties, returning any borrowed equipment, and transferring records back to their steady-state.

· Non-assigned Support Team personnel will be notified through the staff call-down roster that normal operations are resuming and when they are to report back to work.
For small depts.: 
If relocation occurred: Upon a decision by the Administrator that the impacted facility can be reoccupied, or that a different location will be established as a new facility to resume normal operations, the following procedures will be followed:

· The Administrator will create reconstitution plans and share the plan with all staff involved in the COOP activation. 

· All staff will initiate the orderly transition of all mission-essential functions, personnel, equipment, and records from the alternate work site to a new or restored facility. The Administrator will oversee this process.

If relocation did not occur: Upon a decision by the Administrator to resume normal operations, the following procedures will be followed:

· The Administrator will create reconstitution plans and share the plan with all staff involved in the COOP activation. 

· All staff will initiate the orderly resumption of all the health department’s functions. Functions will be resumed in order of the priorities established in Annex Q-3. This may include assigning staff to normal duties, returning any borrowed equipment, and transferring records back to their steady-state.

6.3 After Action Review and Remedial Action Plan 

An After-Action Review (AAR) will be initiated by the COOP Team after normal operations have resumed. All staff, volunteers, and outside personnel involved in the COOP activation will attend an AAR meeting or a hot-wash to review of the strengths and weaknesses of the COOP plan implementation. The AAR should provide recommended actions to improve areas identified as deficient or requiring improvement. The AAR will follow the Homeland Security Exercise and Evaluation Program (HSEEP) format with SMART (Simple, Measurable, Achievable, Realistic, Task-Oriented) objectives.
For med/large depts.: The information will be developed into a COOP corrective action plan and recommendations will be incorporated into the COOP plan annual review process. The COOP Team Leader will complete the AAR, corrective action plan, and submit it to the Administrator for approval. Upon approval, staff will implement the recommended changes as required. In addition, the Administrator will present the corrective action plan to the X County Commission. 
The AAR and correction action plan also may be submitted to the Bureau for Public Health Preparedness (BPHP) at the Kansas Department of Health and Environment (KDHE).
For small depts.: The information will be developed into a COOP corrective action plan and recommendations will be incorporated into the COOP plan annual review process. The Administrator will complete the AAR, corrective action plan, and direct staff to implement the recommended changes as required. In addition, the Administrator will present the corrective action plan to the X County Commission. 
The AAR and correction action plan also may be submitted to the Bureau for Public Health Preparedness (BPHP) at the Kansas Department of Health and Environment (KDHE).
6.4 Testing, Training, and Exercise (TT&E) 

For med/large depts.: 

· This plan will be reviewed annually by all COOP Team members and approved by the Administrator.

· The COOP Team Leader will ensure training of all employees on the key aspects of this plan. Training will be conducted at new employee orientation and quarterly staff meetings.

· This plan will be practiced annually by use of a table top or field exercise.

· Redundant communications will be tested annually as part of the TT&E program. These systems typically are tested during annual Strategic National Stockpile (SNS) and Point of Dispensing (POD) drills.

· The exercise will include a test of alert and notification procedures, with and without warning, and during duty and non-duty hours.

· These drills are conducted as part of annual preparedness grant activities and POD drills.

· The COOP Team Leader will identify and incorporate lessons learned and remedial actions from exercises into annual revisions of the COOP.

For small depts.: 

· This plan will be reviewed annually by all staff and approved by the Administrator.

· The Administrator will ensure training of all employees on the key aspects of this plan. Training will be conducted at new employee orientation and quarterly staff meetings.

· This plan will be practiced annually by use of a table top or field exercise.

· Redundant communications will be tested annually as part of the TT&E program. These systems typically are tested during annual Strategic National Stockpile (SNS) and Point of Dispensing (POD) drills.

· The exercise will include a test of alert and notification procedures, with and without warning, and during duty and non-duty hours.

· These drills are conducted as part of annual preparedness grant activities and POD drills.

· The Administrator will identify and incorporate lessons learned and remedial actions from exercises into annual revisions of the COOP.

	Annex T includes the Test, Training, and Exercise (TTE) program of the health department’s overall functions, including COOP.







































































�Self explanatory. Insert your health department’s mission statement if you have one. If not, include your county’s mission statement.


�According to federal guidance, this section should explain why the health department is developing a COOP plan. It should briefly discuss applicable State and Federal guidance and explain the overall purpose of COOP planning, which is to ensure the continuity of mission essential functions. Because of today’s changing threat environment, this section should state that the COOP plan is designed to address all-hazards.


�According to federal guidance, this section describes the applicability of the plan to the organization as a whole, headquarters, as well as subordinate activities, co-located and geographically disperse, and to specific personnel groups of the organization. It should also include the scope of the plan. Ideally, plans should address the full spectrum of potential threats, crises, and emergencies (natural, as well as man-made.)


�Because the COOP plan and its supporting annexes contain sensitive information about the health department and its operations, you may choose to limit the distribution of the plan. You may choose to provide community partners with an executive summary of the plan to provide basic need-to-know information contained in the COOP plan. You may change the language in this paragraph as necessary.


�Change this language as needed to indicate how your plan will be stored in paper and electronic back-up forms. It is recommended by FEMA to have both hardcopy and electronic versions of the plan to provide back-ups.


�If your county emergency manager is not using the Bold Planning Solutions program, you may delete this sentence. Indicate if your plan is being shared with the county emergency manager to be included in the county’s Continuity of Government (COG) plan.


�This statement acknowledges that a COOP SOG was developed in 2006-07 and this version will become the most-recent COOP plan for use by the agency. A Supersession statement is included in the federal guidance.


�According to federal guidance, the Authorities and References should reference all the supporting authorities and references that have assisted in the development of the COOP plan. You should modify this list accordingly. The list provided identifies authorities that were consulted in the development of this template.


�This section describes that use of the COOP plan will be part of the health department’s policies and procedures. It is imperative that you closely review this paragraph and edit is to reflect the policies of your health department and county government.


�According to federal guidance, this section should explain how the agency will implement its COOP plan and, specifically, how it plans to address each critical COOP element. The Concept of Operations should address the three phases, as recommended by federal guidance: 1. activation and relocation; 2. alternate facility operations; and 3. reconstitution.


�This section should set forth what you want to achieve with this plan.


�Objectives outlined in federal COOP guidance.


�Objective outlined in federal COOP guidance.


�Describe the assumptions and considerations you are making in the development of the COOP plan.


According to federal guidance, agencies should develop and maintain their COOP capabilities using a multi-year strategy and program management plan. The plan should outline the process the agency will follow to designate essential functions and resources, define short and long-term COOP goals and objectives, forecast budgetary requirements, anticipate and address issues and potential obstacles, and establish planning milestones.


�Federal directives state that COOP plans should be operational in no less than 12 hours and sustainable for up to 30 days.


�Planning considerations outlined in federal COOP guidance.


�This section outlines situations that may lead to activation of the COOP plan due to emergencies or threats to the health department.


��According to federal guidance, the distinction must be made between a situation requiring evacuation only and one dictating the need to implement COOP plans. For example, a sudden emergency, such as a fire or hazmat incident, may require the evacuation of an agency building with little or no advanced notice, but for only a short duration. Alternatively, an emergency so severe that an agency facility is rendered unusable and likely will be for a period long enough to significantly impact normal operations, may require COOP plan implementation. Agencies should develop an executive decision process that would allow for a review of the emergency and determination of the best course of action for response and recovery. This should include premature or inappropriate activation of an agency COOP plan.


�If your health department was part of your county’s assessment, you may enter the information here. This is an optional section, and you may choose to delete it from the plan. You may choose to leave the reference to the assessment in the plan, as it describes situations that are most likely to necessitate activation of your COOP plan.


�This section describes actions to activate the plan and ultimately carry out the health department’s mission essential functions to serve the public. Add other steps as necessary for your plan.


�Identify where copies of the agreements are stored and backed up. Federal guidance recommends storing back-up electronic copies of the plan.


�“Pre-determined COOP roles” are the functions you have identified in the essential functions annex or other duties as assigned for a COOP activation. For example, before an event you may task someone to be in charge of calling community partners to notify them of the COOP activation. That would be an example of a “pre-determined COOP role.”


�These phases and the descriptions follow federal guidance.


�The COOP Team includes staff who are assigned as a primary point of contact for functions in the essential functions annex, as well as other key staff who are needed in the first 12 hours of an event.


�Follows federal guidance for a COOP plan to be sustainable for up to 30 days.


�Any staff member can be the COOP Team Leader, so assign this responsibility as appropriate.


�Any staff member can be the COOP Team Leader, so assign this responsibility as appropriate.


�These are optional tasks you may do to help prepare for an event. These checklists are not provided in the template. A blank form is provided, but the checklists should be created specific to your department.


�This is an optional item created for ease of a quick list of COOP Team members. This also may be organized under Annex D with the full staff directory. If using this list, you may choose where it best fits in your plan.


�According to federal guidance, all agencies should designate alternate operating facilities as part of their COOP plans and prepare their personnel for the possibility of unannounced relocation of essential functions and/or COOP contingency staff to these facilities. Facilities may be identified from existing agency or local infrastructures or external sources. Facilities should be capable of supporting operations in a threat-free environment, as determined by the geographical location of the facility, a favorable assessment of the local threat, and/or the collective protection characteristics of the facility. In acquiring and equipping such facilities, agencies are encouraged to consider cooperative interagency agreements and promote sharing of identified alternate facilities. Alternate facilities should provide: 


 Immediate capability to perform essential functions under various threat conditions, including threats involving weapons of mass destruction;


 Sufficient space and equipment to sustain the agency. Since the need to relocate may occur without warning, or access to normal operating facilities may be denied, agencies are encouraged to pre-position and maintain minimal essential equipment for continued operations at the alternate facility; 


 Interoperable communications with identified essential internal and external organizations, critical customers, and the public;


 Reliable logistical support, services, and infrastructure systems, including water, electrical power, heating and air conditioning, etc.


 Ability to sustain operations for a period up to 30 days;


 Consideration for the health, safety, and emotional well-being of relocated employees; and


  Appropriate physical security and access controls.


�This tab in Annex Q-2 is an optional feature to help identify and assess your needs at an alternate work site.


�It is recommended that you consider sites that are not likely to be affected by a disaster impacting the health department. For example, you should consider one site across town and a secondary site in a neighboring town to help ensure a disaster that impacts the health department does not damage the alternate site, as well.


�If using another county building, it is recommended that you get a written statement that the health department has primary preference in using that location in a community-wide event.


�If your health department or community uses other terms/definitions, change the language provided here to meet those references used locally. Be sure to make the same changes in the Glossary annex.


�According to federal guidance, this section should include a list of the agency’s prioritized essential functions. Essential functions are those organizational functions and activities that must be continued under any and all circumstances. You should:


(1) Identify all functions, then determine which must be continued under all circumstances; 


(2) Prioritize these essential functions; 


(3) Establish staffing and resource requirements; 


(4) Identify mission critical data and systems necessary to conduct essential functions; 


(5) Defer functions not deemed essential to immediate agency needs until additional personnel and resources become available; and


(6) Integrate supporting activities to ensure that essential functions can be performed as efficiently as possible during emergency relocation.


�Adapt this language as needed for your health department.


��These time frames match the template provided to the county emergency managers through KDEM. If you are using another set of time-frames, amend this section as necessary. Be sure the make the same changes in the essential functions annex.


�Modify this language as needed to reflect how your department will utilize external resources to support mission-essential functions at the health department.


�According to federal guidance, a COOP plan should delineate functions and activities, including the following (some of the following steps are described above under Delineation of Essential Functions):


Outline a decision process for determining appropriate actions in implementing COOP plans and procedures;


Establish a roster of fully equipped and trained emergency personnel with the authority to perform essential functions and activities;


Include procedures for employee advisories, alerts, and COOP plan activation, with instructions for relocation to pre-designated facilities, with and without warning, during duty and non-duty hours;


Provide for personnel accountability throughout duration of the emergency; 


Provide for attaining operational capability within 12 hours; and


 Establish reliable processes and procedures to acquire resources necessary to continue essential functions and sustain operations for up to 30 days.


�If using other methods, include those here.


�According to federal guidance, this section should identify orders of succession to key positions within the organization. Orders should be of sufficient depth to ensure the organization’s ability to manage and direct its essential functions and operations. The conditions under which succession will take place, the method of notification, and any temporal, geographical, or organizational limitations to authority should be identified. Agencies should:


Establish an order of succession to the agency head. A designated official serves as the acting head of the agency until appointed permanently or relieved;


Establish orders of succession to other key leadership positions;


Identify any limitation of authority based on delegations of authority to others;


Describe orders of succession by positions or titles, rather than names of individuals;


Include the orders of succession in the vital records of the agency;


Revise orders of succession as necessary and distribute revised versions promptly as changes occur;


Establish the rules and procedures designated officials are to follow when facing the issues of succession to office in emergency situations;


 Include in succession procedures, the conditions under which succession will take place, method of notification, and any temporal, geographical, or organizational limitations of authority; and


Assign successors, to the extent possible, among the emergency teams to perform essential functions to ensure that each team has an equitable share of duly leadership; and


Conduct orientation programs to prepare successors for their emergency duties.


�According to federal guidance, this section should identify the authorities for making policy determinations and decisions. Generally, pre-determined delegations of authority will take effect when normal channels of direction are disrupted and terminate when these channels have resumed. Such delegations may be used to addressed specific competency requirements related to one or more essential function that are not otherwise satisfied by the order of succession. Delegations of authority should:


 Identify programs and administrative authorities needed for effective operations at all organizational levels having emergency responsibilities;


Identify the circumstances under which the authorities would be exercised;


Document the necessary authorities at all point where emergency actions may be required, delineating the limits of authority and accountability;


State explicitly the authority of designated successors to exercise agency direction, including any exceptions and the successor’s authority to re-delegate functions and activities as appropriate;


Indicate the circumstances under which delegated authorities would take effect when normal channels of direction are disrupted and would terminate when these channels have resumed;


Ensure that officials who may be expected to assume authorities in an emergency are trained to carry out their emergency duties; and


Specify responsibilities and authorities of individual agency representatives designated to participate as members of interagency emergency response teams.


�These are the same positions as identified above in the Orders of Succession. For example, if the Director of Nursing is the first successor under the Administrator, change references to Successor 1 Title to Director of Nursing.


�Change this language as needed for your health department and county government.


�You may integrate ICS into the COOP plan as best fits the needs of your health department, but sure that your COOP plan remains NIMS compliant.


�This section should explain the events following a decision to activate the COOP plan. This includes employee alert and notification procedures and the COOP plan implementation process.


�This section describes the systems that you are going to use to notify your staff. If there are other alert systems or procedures that are familiar with your staff, modify the language in this section as needed. Federal guidance recommends that your COOP plan includes notification of the alternate facility, initial COOP contingency staff, all other emergency and non-emergency personnel, and other appropriate partners.


�This section describes how you are going to use the systems described above under Alert Procedures. If there are other alert systems or procedures that are familiar with your staff, modify the language in this section as needed.


�If not using this annex, delete this reference to it.


�This section addresses difficult and challenging questions that should not be delayed until an emergency occurs. Policies regarding payroll, time and leave, travel arrangements, etc., should be addressed during a steady-state. For example, will employees who are sent home during a COOP activation be on paid leave? Will they have to use accumulated sick leave and vacation hours? Issues such as these should be addressed with the entity that makes such determinations for health department employees. That information should be inserted into this section as appropriate.


�If no specific emergency policies exist, reference that you will use your regular day-to-day policies during an emergency and decisions regarding policy changes will be made at the time of the incident.


�If no specific emergency policies exist, reference that you will use your regular day-to-day policies during an emergency and decisions regarding policy changes will be made at the time of the incident.


�According to federal guidance, this section should address the agency’s vital files, records, and databases, to include classified or sensitive data that are necessary to perform essential functions and activities to reconstitute normal operations after an emergency. Organizational elements should be pre-positioned and updated on a regular basis to duplicate the records, databases, or back-up electronic media necessary for operations.


�According to federal guidance, the protection and ready availability of electronic and hardcopy documents, references, records, and information systems needed to support essential functions are critical elements of COOP planning. Agency personnel must have access to and be able to use these records and systems in conducting essential functions. Additionally, plans should account for identification and protection of vital records, systems, and data management software and equipment, to include classified or sensitive data as applicable, necessary to perform essential functions and activities and to reconstitute normal agency operations after the emergency. To the extent possible, agencies should pre-position and update on a regular basis duplicate records or back-up electronic files.


�Update this language accordingly for your health department. For example, if you perform quarterly maintenance of your records, change “regularly” to “quarterly.”


�According to federal guidance for emergency operating records, vital records, regardless of media, are essential to the continued functioning or reconstitution of an organization during and after an emergency. Included are emergency plans and directives, orders of succession, delegation of authority, staffing assignments, and related records of a policy or procedural nature that provide agency staff with guidance and information resources necessary for conducting operations during an emergency and resuming normal operations.


�According to federal guidance, legal and financial records, regardless of media, are critical to carrying out an organization’s essential legal and financial functions and activities, and protecting the legal and financial rights of individuals directly affected by its activities. Included are records having such value that their loss would significantly impair the conduct of essential agency functions to the detriment of the legal or financial rights or entitlements of the agency or affected individuals. Examples of this category of vital records are accounts receivable, contracting and acquisition files, official personnel files, Social Security, payroll, retirement and insurance records, and property management and inventory records.


�Identify who provides IT support for your health department.


�Modify accordingly. For example, if the equipment is tested annually or quarterly.


�Identify who provides IT support for your health department.


�It is recommended by FEMA to attempt to identify and pre-position resources at alternate sites. If you do not have pre-positioned resources at your alternate work sites, identify that there are no pre-positioned resources but items needed for transport are located in the Drive-Away Kit and POD kits. However, be certain those items are indeed included in the kits. Or, you may identify the health department is working toward pre-positioning certain resources (if applicable). 


�These are often referred to as Go Kits. Either term is correct, and you should use what is familiar and easily understood by your staff.


�Modify this language as needed.


�The following is a recommended list. You may modify this list as needed.


�Modify if there are other items that your staff should transfer to an alternate work site.


�According to federal guidance, interoperable communications section should identify available and redundant critical communication systems that are located at the primary and alternate facilities. These systems should provide the ability to communicate within the agency and outside the agency. When identifying communications requirements, agencies should take maximum advantage of the entire spectrum of communications media likely to be available in any emergency. These services may include secure and/or non secure voice, fax, and data connectivity, Internet access, and e-mail. Interoperable communications should provide: 


1. Capability to commensurate with an agency’s essential functions;


2. Ability to communicate with essential personnel; 


3. Ability to communicate with other agencies, organizations, and customers: 


4. Access to data and systems; 


5. Communications systems for use in situation with and without warning;


6. Ability to support COOP operational requirements; 


7. Ability to operate at the alternate facility within 12 hours and for up to 30 days; and 


8. Interoperability with existing field infrastructures.


�It is recommended by FEMA to attempt to identify and pre-position resources at alternate sites. If you do not have pre-positioned resources at your alternate work sites, identify that there are no pre-positioned resources but items needed for transport are located in the Drive-Away Kit and POD kits. However, be certain those items are indeed included in the kits. Or, you may identify the health department is working toward pre-positioning certain resources (if applicable). 


�It is recommended by FEMA to attempt to identify and pre-position resources at alternate sites. If you do not have pre-positioned resources at your alternate work sites, identify that there are no pre-positioned resources but items needed for transport are located in the Drive-Away Kit and POD kits. However, be certain those items are indeed included in the kits. Or, you may identify the health department is working toward pre-positioning certain resources (if applicable). 


�Modify this language as needed. Due to the sensitive information in the COOP plan, you may choose to develop an executive summary for distribution to community partners.


�Update this list to include those security controls that are important to your health department. This may include storing vaccine in a fridge that locks at the alternate work site or providing a locking file cabinet to temporarily store records containing patient information.


�Modify this language accordingly to demonstrate how the health department will promote home and family preparedness among staff. There are templates and other information on many credible web sites, such as FEMA, KDEM, KDHE, American Red Cross, and others.


�This section states that someone will be appointed to ensure that the health department’s needs are addressed at the alternate work site.


�According to federal guidance, the Phase I section should explain COOP plan activation procedures and relocation procedures from the primary facility to an alternate facility. This section also should address procedures and guidance for non-relocating personnel.


�Modify this list as needed for your health department. The steps below follow federal guidance.


�Modify this list as needed for your department. These steps follow the federal guidance.


�Modify this list as needed for your department. These steps follow the federal guidance.


�Modify this list as needed for your department. These steps follow federal guidance.


�An example of the notification cascade would be the staff call-down roster or other responsibilities designated before a disaster.


�Modify this list as needed for your department. These steps follow federal guidance.


�Modify this list as needed for your department. These steps follow federal guidance.


�Add to this list as needed for your department.


�This section relates to Section 3.8 – identifying that someone is responsible for ensuring the health department’s needs are met at the alternate work site. You may choose to delete this section or reiterate the information here.


�According to federal guidance, the Phase II section should identify initial arrival procedures, as well as operational procedures for the continuation of essential functions.


�Modify this list as needed. These steps follow federal guidance.


�Modify this list as needed.


�Small health departments are unlikely to have a separate Support Team and all staff would be on the COOP Team. If needed, this section may be deleted. Be sure to re-number the following sections as appropriate.


�Add to the list below as needed.


�Modify the language below as needed. Federal guidance states that agencies should identify replacements for missing personnel and request augmentation as necessary.


�This is important to ensure people are qualified to perform their assigned functions. For example, if a function requires someone to be an RN, it is the Administrator’s responsibility to ensure the person performing the function is a registered nurse.


�This also is covered under section 3.1. If you choose, you may delete this section or reiterate the information here.


�According to federal guidance, the devolution section should address how an organization will identify and conduct its essential functions in the aftermath of a worst-case scenario, one in which the leadership is incapacitated. The organization should be prepared to transfer all of its essential functions and responsibilities to personnel at a different office or location.


�Modify this language as needed. It is likely that your county commission and legal counsel will want to be involved if devolving to another organization.


�This section is optional. If you choose not to designate a Reconstitution Team, be sure to delete the coordinating annex from the plan.


�According to federal guidance, the Phase III section should explain the procedures for returning to normal operations – a time-phased approach may be most appropriate. This section may include procedures for returning to the primary facility, if available, or procedures for acquiring a new facility. Notification procedures for all employees returning to work also must be addressed. Conducting an After Action Report (AAR) will determine the effectiveness of the COOP plans and procedures, should be considered.


�Modify this list as needed. These steps follow federal guidance.


�Modify this list as needed.


�Federal guidance recommends conducting an after-action review of COOP operations and effectiveness of plans and procedures as soon as possible and to develop a remedial action plan.


�Modify this language as appropriate.





�Modify this language as appropriate.


�According to federal guidance, this section should address the agency’s Test, Training, and Exercise (TT&E) plan. Tests, Training, and Exercises familiarize staff members with their roles and responsibilities during an emergency, ensure that systems and equipment are maintained in a constant state of readiness, and validate certain aspects of the COOP plan. Administrators may be creative when it comes to COOP readiness and include snow days, power outages, server crashes, and other ad-hoc opportunities to assess preparedness. COOP TT&E plans should provide: 


(1) Individual and team training of agency personnel; 


(2) Internal agency testing and exercising of COOP plans and procedures; 


(3) Testing of alert and notification procedures; 


(4) Refresher orientation for COOP personnel; and 


(5) Joint inter-agency exercising of COOP plans, if appropriate.
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