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POLICY:  The intent of this policy is to establish guidelines and requirements that govern the use of county-provided equipment, Internet access, and e-mail services to ensure security and confidentiality and the privilege to use e-mail and Internet services are not abused. This policy is in addition to the ______ County Policy that governs the use of computers.  The primary function of these services is to offer vast, diverse, and unique resources directed to promoting job excellence through communications.

PURPOSE:  The purpose of this policy is to provide guidelines and requirements regarding confidentiality, privacy, and acceptable use of computer hardware and software owned by ______ County Health Department including the use of Internet access, electronic mail (e-mail) services and computers available to employees of the ______ County Health Department, contracted personnel, interns and other personnel utilizing automated systems in the agency.
The purpose of this policy is also to safeguard the confidentiality of patient information.  Ensuring the security and confidentiality of the ______ County Health Department’s patient information is of critical importance.  This applies to information that is stored electronically as well as on paper.  ______ County Health Department recognizes the need to maintain the confidentiality of information received on an individual.  In the case of medical records, the right to confidentiality is guaranteed under Kansas law K.S.A. 65-5601 to 65-5605.
COMPUTER USE UNDERSTANDING
1. All computers associated with and in the ______ County Health Department are part of a Terminal Server Network.
2. All employees are required to conduct all normal computer business within the terminal server unless needed special equipment cannot be loaded or operated reasonably from within the terminal server network.
3. Each employee has a password that is used to connect to the terminal server and all work that is conducted from their desktop/laptop computer shall be saved on the appropriate server drive letter as designated by the IT administrator and health director for that program.
4. No programs or software are to be installed from within or without the terminal server on an employee’s desktop without permission from the corresponding supervisor.

PROCEDURES:
1. Your password to access ______ County Health Department’s computerized patient information is confidential and should not be shared.  You are responsible for all information that is keyed or commands that are issued under your user ID.
2. Our records are confidential and should not be accessible by others in your office.  To prevent unauthorized release of confidential patient information, your password must be re-entered when there is five minutes of computer inactivity. If your computer screen is angled such that the screen is visible from your office door, you should close your door when accessing confidential patient information.

3. While in performance of work-related functions, while on the job, or while using publicly owned or publicly provided information processing resources, employees shall use computers, the Internet and e-mail responsibly and professionally and shall make no intentional use of these services in an illegal , malicious, or obscene manner.
4. The equipment and all information accessed and/or stored on the equipment are and shall remain the property of ______ County Health Department.  The Health Department reserves the right to monitor and log all computer use, including Internet and e-mail use, with or without notice.  Users should have no expectation of privacy in the use of these resources.
5. Acceptable Use - the internet is a tool provided by the agency for the professional use of its employees and staff.  Professional use of this service included, but is not limited to the following:

a. Communication and information exchange directly related to the work tasks of the employee or staff member, including professional development or to maintain job knowledge or skills.
b. Communication with fellow employees and professional colleagues regarding matters within assigned duties; to acquire information related to, or designed to facilitate the performance of regularly assigned duties.
c. Employees may make reasonable personal use of publicly owned or provided e-mail or Internet resources as long as:
· The direct measurable cost to the public is none or is negligible;
· There is no negative impact on employee performance of duties;
· The policy is applied equitable among all employees of the agency.
d. If non-work related costs are incurred, employees shall reimburse the agency.
6. Unacceptable Use - Unacceptable use of automation equipment, the Internet and e-mail includes the following:

a. Any use of the Internet for any purpose which would violate a federal, state, or local law, including copyright laws.
b. Any use for for-profit activities, fund raising activities, political messages, private business interests, or public relations activities not related to work.
c. Any use for accessing or distributing indecent or obscene pornographic material, i.e. any sexually explicit material, or any type of material that is offensive, threatening or harassing.
d. Any use for access to and/or distribution of computer games that have no relation to the agency’s mission.
e. Any creation of viruses or sustaining viruses.
f. Any deliberately damaging, sabotaging, or altering the Department’s computers, software, or network.
g. Any e-mail accounts other than that provided to all agency employees.
h. Employees shall not access or participate in chat rooms, except with specific permission from the Director or the Supervisor.
i. Any installation from disk or download from the Internet of software or computer applications without consulting your Supervisor or the Director for approval.  Examples include e-mail, Internet browsers, screen savers, etc
7. Electronic Mail – E-mail
a. Employees who are terminated have no right to the contents of their e-mail messages and are not allowed access to the e-mail system.
b. Supervisors or the Director may access an employee’s e-mail if employees are on leave of absence, vacation, or are transferred from one unit to another or if it is determined to be necessary for the agency’s purposes.
8. Disciplinary Actions for Policy Violations
a. Violation of this policy may bring expense to the agency, waste resources, or violate the law.  Employees found to have willfully violated this policy are subject to revocation of Internet and e-mail privileges, restitution of expenses to the agency, and/or disciplinary action up to including dismissal.
b. All employees are required to sign the ______ County Health Department Computer Use Policy Acknowledgment Form.
______ COUNTY HEALTH DEPARTMENT COMPUTER USE POLICY ACKNOWLEDGMENT FORM
Your signature at the end of this document signifies your agreement to comply with the ______ County Health Department’s Internet, Email, Password Authorization and Computer use policy and the following:
· I agree to only access information in ______ County Health Department’s patient records (both hard copy and computerized) that I have a “need to know”.
· I will not divulge, copy or release any information in patient records (both hard copy and computerized) to any unauthorized person or persons.
· I understand that prior written permission for release of any data collected must be obtained from the source of that data.
· I will not release my user ID and password to anyone else, or allow anyone else, or allow anyone else to access or alter information in the county system using my ID.
· I understand that I am responsible for the quality of the data that I enter in the county system.
· This policy also applies to any state registries or electronic systems.
· I understand that only screensavers from original software may be used.  
· I agree that I will comply with all ______ County Confidentiality and HIPPA policies and procedures during my entire employment or association with ______ County Health Department.
· If I, at any time, knowingly or inadvertently breach the client confidentiality policies and procedures, I agree to notify the Privacy Officer of the ______ County Health Department immediately.
· I understand that a breach of client confidentiality may result in suspension or termination of my employment or position at the ______ County Health Department.
· Upon termination of my employment or association with ______ County Health Department for any reason, or at any time upon request, I agree to return any or all confidential client information in my possession.

__________________________________       _________________________________
Employee Printed Name                                    Employee Signature

Date



_________________________________          ________________________

Health Director Signature


    Date

